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AIM and SCOPE
The aim of MNE7 Objective 3.3 is to improve partners' and coalition members' understanding of the current legal frameworks applicable to the cyber domain in order to better handle cyber incidents, while providing decision makers with the appropriate tools for decision-making and options for response. Guidelines for Decision Makers -Legal Analysis for Cyber Incidents (GDMs) are envisaged as the MNE7 Obj. 3.3 solution to provide the Decision Makers' legal advisors and Subject-matter Experts (SMEs), primarily at the political and the strategic level, with a practical instrument to: a. pin down, in a coherent framework, the main elements and features of a given cyber incident; b. support the analysis conducted by legal experts through an international legal perspective; c. identify the legal threshold crossed by a cyber incident in terms of violation of the international law;
d. recommend, through the legal assessment process and the dialogue among legal experts, lawful options for response.
UNCLASSIFIED

A. GUIDELINES STARTING POINT: THE ANALYTICAL MODEL FOR LEGAL ANALYSIS OF CYBER INCIDENTS
The fundamental aim of the GDMs is represented by the Analytical Model for cyber incident legal analysis depicted in the matrix below. This offers a template (see Briefing Template for Cyber Incident Legal Assessment at Appendix B) for the conduct of legal analysis (see also Concept Framework para. C3). The matrix has been divided into seven main columns (in green), designed to lead legal analysis towards the main elements of a cyber incident to be taken into account from a legal perspective. Within the analytical model framework, a given cyber incident can be described by highlighting the characterizing seven key elements in the appropriate boxes along every column. More than one box may be highlighted to describe the combination of multiple features of the same element (e.g. a cyber attack carried out through privately owned nodes and public nodes at the same time, or consequences on multiple aspects). Subsequently, the legal analysis of the given cyber incident may be conducted, column by column, by linking each element (column) and feature (highlighted boxes) to the facets of international legal framework which apply, through identification of the international obligation that has been breached.
It is important to emphasise that the mutual influence among the elements of the analytical model, as well as the possible interactions among relevant features, will also be taken into account to avoid too mechanistic an approach to the legal analysis. 
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UNCLASSIFIED B. INTERACTIONS AMONG TOPICS (COLUMNS OF ANALYTICAL MODEL) FOR IDENTIFICATION OF LEGAL THRESHOLDS
Analytical Model Matrix
Definition of "peacetime":
The expression identifies the relationship among States that are not involved in an armed conflict. In international relations, peacetime is not only the absence of war or violent conflict, but also the presence of positive and respectful cultural and economic relationships.
Definition of "crisis": Whilst there is no overarching agreed definition of the term "crisis" in international law., a crisis could be defined as a "highly intensive phase of a problematic development which is directly threatening the existence or the social interaction of people and cannot be overcome with usual means and which, as a forced challenge, leaves open a positive or negative outcome"1.
Through consideration of AP II Article 1(2), a "crisis" may include any disturbance or tension within a State, such as riots, isolated and sporadic acts of violence and other acts of a similar nature. Domestic crises may have many possible sources, including natural disasters. In this 6 UNCLASSIFIED context they may be designated as "national crises" and States may have domestic laws and regulations dealing with those situations.
Definition of "international crisis": An international crisis can be defined as the deterioration of the political situation and the rising tension in a State or a region, which constitutes a threat to international peace and security (UN SC Resolutions since 1992). 
Definition of International
Undetermined
Definition of "State": States are the prime subjects in international law, and State sovereignty within its territory is a fundamental principle. All the States share the features of having a geographic territory, a permanent population and a government which exercises effective and independent control over that territory. Article 2.1 of the 1999 United Nations International Convention for the Suppression of the Financing of Terrorism (Terrorist Financing Convention) indirectly defines a terrorist as "any person" who "by any means, directly or indirectly, unlawfully and willfully, provides or collects funds with the intention that they should be used or in the knowledge that they are to be used, in full or in part, in order to carry out" an act "intended to cause death or serious bodily injury to a civilian, or to any other person not taking an active part in the hostilities in a situation of armed conflict, when the purpose of such act, by its nature or context, is to intimidate a population, or to compel a government or an international organization to do or to abstain from doing any act." These documents set out a series of measures but, more importantly, they are the first documents providing solid criteria for the definition of terrorists and terrorist groups.
According to these definitions there are three basic criteria to be employed in order to characterize a group or an act as terrorist: a) The acts: Both the Common Position and the Council Decision refer to a series of criminal acts that will be deemed as terrorist offences b) The aim: According to both the Common position and the Council Decision, the above acts, in order to constitute terrorist offences, must be committed with the intention of (i) seriously intimidating a population, (ii) compelling a government or international organization to perform or abstain from performing any act or (iii) seriously destabilizing or destroying the fundamental political, constitutional or social structures of a state or international organization. c) Participation in a terrorist organization: The 2001 Common Position lists offences relating to the participation in a terrorist group among the acts considered as terrorist. Definition of "Cyber Attack": Hostile actions taken in cyberspace to modify, disrupt, deny, degrade or destroy information or functionality (MNE7 Outcome 3 working definitions), or " any action taken to undermine the functions of a computer network for a political or national security purpose". By using an effects-based approach, a cyber-incident can be qualified as armed force or an armed attack if it causes a destructive effect comparable to that of conventional weapons.
Definition of "Cyber Defence": The application of protective measures to prevent cyber threats and mitigate the impact of cyber incidents (MNE7 Outcome 3 Working Definition) and the employment of military capabilities, strategies and coordination to achieve cyber security. From a legal perspective, cyber defence can be regarded as a range of activities taken by a State, ranging from preventive measures in order to achieve cyber security, to an active defensive response performed by a State to counter a threat of or hostile activity performed by another State or individual or non-State actors.
12 UNCLASSIFIED However, the expression "cyber defence" should not be equated with the term "self defence" which is an inherent right in response to an armed attack (UN Charter, article 51), since cyber defence also embraces preventive measures. The use of the word "defence" can also be interpreted either as a strict reference to military measures, or as all measures, proactive as well as reactive, taken by a State to defend and protect its digital infrastructure. In this context, the definition only refers to military defence.
Definition of "Cyber exploitation": Cyber exploitation refers to operations conducted through the use of computer networks in order to gather data from target information systems and networks. They are operations performed with the purpose of gathering technical or intelligence information, in order to enable and carry out operations conducted by other computer networks. It can be viewed as intelligence activity, or even as activity carried out in preparation for a cyber attack.
From a legal perspective, in peacetime this kind of activity can arguably be regarded as criminal activity. Cyber exploitation, depending on whether it is intrusive or not, may be regarded as either perfectly legitimate and lawful Open Source Intelligence (OSINT), or as intelligence activity (i.e. espionage) or criminal activity (e.g. digital intrusion), depending on any applicable national criminal law. In the case of criminal activity, with the exception of defensive measures, it would normally be the responsibility for national police forces to investigate and stop such action.
Source
In the event of a cyber incident, it is imperative that effective legal analysis (from the perspective of international law) is conducted in order to identify the origin of the source cyber node (e.g. government, military or private). Definition of "Critical Infrastructure": There are many definitions of critical infrastructure; consequently, it can be described through different formats of reports, directives, strategies and law. NATO has defined critical infrastructure as facilities and services that are vital to the basic operations of a given society. 4 The European Programme for Critical Infrastructure Protection (EPCIP) has created a European Critical Infrastructure list, based on input from the EU Member States (MSs). A European Critical Infrastructure is one so designated because it is considered of the highest importance for the Community and which, if disrupted or destroyed would affect two or more MSs, or a single Member State if the critical infrastructure is located in another Member State. This includes trans-boundary effects resulting from interdependencies between inter-connected infrastructures across various sectors. EPCIP has also issued Council Directive 2008/114/EC on the identification of European Critical Infrastructures, which includes an assessment of the need to improve their protection. The Directive, which is oriented towards a definition of critical infrastructure of a single Member State, states in article 2 (a): ""Critical infrastructure" means an asset, system or part thereof located in Member States which is essential for the maintenance of vital societal functions, health, safety, security, economic or social well-being of people, and the disruption or destruction of which would have a significant impact in a Member State as a result of the failure to maintain those functions".
Definition of "Civilian Infrastructure": The method of defining civilian infrastructure is dependant upon the legal situation and whether it is in peacetime or in a state of armed conflict.
In peacetime, the difference between civilian and military infrastructure lies in the premise that most States prefer not to use its military forces for civilian purposes, thus there are special laws regulating military activity in peacetime. At its simplest, it can be regarded that all infrastructures are civilian and that military infrastructure is an exception from that general rule. Military infrastructure would be easiest defined in peacetime by ownership; if it is owned and operated by the military, it should be regarded as military infrastructure.
In a situation of armed conflict or war, the legal definition of civilian infrastructure is based in the application of international humanitarian law, due to the obligation to observe the principle of distinction. This rule states that war is to be waged against the enemy´s armed forces and not against its civilian population. This principle originates from the preamble of the St Petersburg Declaration, which states: "The only legitimate object which states should endeavour to accomplish during war is to weaken the military forces of the enemy". This principle is further expressed in Additional Protocol I (1977) to the Geneva Conventions of 1949, which states, at Article 48: "In order to ensure respect for and protection of the civilian population and civilian objects, the Parties to the conflict shall at all times distinguish between the civilian population and combatants and between civilian objects and military objectives and accordingly shall direct their operations only against military objectives". 
UNCLASSIFIED
Consequences
The consequences resulting from a cyber incident, as with other categories of incidents, could range from casualties (human losses), physical damage, non material effects (e.g. psychological impact, economic impact, etc), and, particularly in the military field, issues with Operational Security (OPSEC). 
UNCLASSIFIED
Extent
The extent of consequences from a cyber incident may be unverifiable from a technical perspective, but the perceived (provable) level of the extent could be a relevant factor in an (international legal) analysis, aimed at providing assessments regarding legal options for response as well as the correct determination of the caused damage. In the case of countermeasures as a response, the extent of the consequences from a cyber incident is a key element in order to ensure the proportionality of the countermeasure itself. 
Breach of an International Obligation and Legal Thresholds
The final outcome of the legal analysis process will be achieved through the elements in the last two columns (in blue). The identified breach of an international obligation, as a result of guided analysis across the eight green columns, will drive the assessment of the related legal threshold. Should the cyber incident be identified as a domestic issue, (internal) Response Options will have to be selected within the applicable domestic Legal Framework. If the cyber incident is identified as being of an international nature (wrongful act, international crime, armed attack) possible response options (available to the Decision Maker, depending upon his level of authority) will also have to be assessed against the international legal framework.
It is important to underline again that mutual influence between the elements of the analytical model, as well as possible interactions among the relevant features, should be taken into account to avoid any mechanistic approach to the legal analysis. As a result, the last column of the matrix (Legal Thresholds) represents the output of the legal analysis conducted along the first eight columns, taking into consideration the legal framework, the legal references and the rules associated with every feature of the given cyber incident. A description of thresholds, within an international law framework, into which a given cyber incident may fall (see also Concept Framework B.2.1) is provided below:
Internationally Wrongful Act of a State
An internationally wrongful act of a State occurs when conduct consisting of an action or omission is attributable to the State under international law and constitutes a breach of an international obligation of the State.
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International Crime
Whilst there is some debate over what crimes can be regarded "international crimes", the term generally refers to acts and omissions which have been criminalised under international law (in accordance with the ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts). According to the Rome Statute of the International Criminal Court (ICC), the Court's jurisdiction "shall be limited to the most serious crimes of concern to the international community as a whole": that is, the crime of genocide, crimes against humanity, war crimes and the crime of aggression (see below). The distinction between a wrongful act and international crime has to be assessed in every given cyber incident and depends on the kind of international rule that has been violated. The violation of international customary or conventional rule is a wrongful act, whereas, according to Part 2 Chapter III of the International Law Commission (ILC) Draft Articles on State's Responsibility, serious breaches of an international obligation under peremptory norms of general international law are international crimes, whose particular consequences are ruled in article 41 of the same chapter. Peremptory norms of general international law (the so called Jus Cogens) are defined in article 53 of Vienna Convention on the Law of treaties as "… a norm accepted and recognized by the international community of States as a whole as a norm from which no derogation is permitted and which can be modified only by a subsequent norm of general international law having the same character". The said distinction is fundamental in an international legal analysis aimed to provide assessment regarding legal options for response, in view of the erga omnes effect of international crimes (like terrorism, aggression, armed conflict and so on) under article 41 para 2 of International Law Commission (ILC) Draft Articles on State's Responsibility, according to which "no State shall recognize as lawful a situation created by a serious breach within the meaning of article 40, nor render aid or assistance in maintaining that situation".
UNCLASSIFIED Crime of aggression
The Rome Statute of the International Criminal Court refers to the crime of aggression as one of the "most serious crimes of concern to the international community", and provides that the crime falls within the jurisdiction of the International Criminal Court (ICC). A definition of this crime was agreed upon by Parties to the Rome Statute in 2010 through RC/Res 6 of 11 June 2010.
Terrorism
No single, universally accepted legal definition of "terrorism" currently exists. Member States of the United Nations have agreed upon several "sectorial" Treaties against terrorism, such as the International Convention for the Suppression of Terrorist Bombings, which define some specific types of acts that States Parties are bound to criminalise. These acts can therefore be considered "terrorism" under international law, at least with regard to the States Parties to each particular treaty (for reference to other treaties see CF B.2.1 under treaties on terrorism). Additional Protocols I and II to the Geneva Conventions stipulate that during an armed conflict, "acts or threats of violence the primary purpose of which is to spread terror among the civilian population" are prohibited.
Armed Attack
Article 2(4) of the Charter of the United Nations stipulates that UN Members must "refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state". Under Article 51, States are, however, entitled to resort to armed force in self-defence against an "armed attack". There is no definition of what constitutes an armed attack in the Charter. In fact, "Armed attack" is, although closely related, a narrower category than "threat or use of force". The GA Resolution no.3314/74 (XXIX) on the definition of aggression (which is now the content of art. 8 bis par. 2 of Rome Statute of the ICC according to the resolution RC/RES.6 , 11 June 2010) trying to link art.2(4), and art.51 of the UN Charter clarifies that the only aggression justifying self-defence is an armed one. In the Nicaragua case, the ICJ, also failing to define "armed attack", expressly affirmed that the use of force could be divided into two categories, "most grave" (those constituting armed attacks) and "less grave", giving the word "force" at art 2 (4) a broader meaning than art. 51.
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Response Matrix
The response matrix (at the following page) represents the last stage of the cyber incident analysis process depicted by the analytical model. This matrix has been re-arranged starting from an original source (JP-5 August 2011, Appendixes E and F) . For every possible threshold a given cyber incident may cross, a set of associated possible (although not exhaustive) response options may be associated. As soon as a threshold is identified through the legal analysis process, a set of legal options for response, within the international law framework, shall be highlighted in green.
Response options whose legal viability remains questionable and subject to alternative interpretations shall be highlighted in yellow.
Response options which are clearly forbidden, under the circumstances of the identified legal threshold, shall be highlighted in red.
UNCLASSIFIED Legal Thresholds
Options for Response
Domestic Law Issue Internal Response Options based on Domestic Legal Frameworks
Gain support through the United Nations. Alert and introduce special teams (e.g., public diplomacy).
Identify the steps to peaceful resolution. Take actions to gain support of allies and friends. Maintain an open dialogue with the news media.
Take steps to increase national public support.
Freeze or seize real property where possible.
Declare diplomatic personnel as "persona(e) non grata"
Make public declarations of non-proliferation policy.
Impose sanctions on communications systems and intelligence, surveillance, and reconnaissance (ISR) technology transfer.
Initiate non-combatant evacuation procedures.
Increase informational efforts.
Increase communication systems and ISR processing and transmission capability.
Restrict activities of diplomatic missions. Prepare to withdraw or withdraw embassy personnel.
Embargo goods and services.
Increase defence support to public diplomacy. 
Wrongful Act
Implement meaconing, interference, jamming, and intrusion of adversary informational assets.
Increase information measures directed at the opponent's military forces.
Initiate the installation of a United Nation Sanction Committee
Interrupt satellite downlink transmissions.
Armed Attack
Individual or collective self-defence Report to the United Nations Security Council 
NOTE:
If both green boxes are selected, the legal framework for the cyber incident will be based on national domestic legislation and NOT international law. 
